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Privacy and Confidentiality Policy

1. PoLICY PURPOSE AND SCOPE:

Minda and its associated entities is committed to protecting the privacy of personal and health
information which is collected and stored, in line with the Privacy Act 1988 (Cth) and will take all
reasonable steps to comply with the Privacy Act 1988 (Cth) and the thirteen Australian Privacy
Principles (APPs) to protect the privacy of any information we may hold.

The purpose of this document is to provide directions when dealing with information that we
collect, use and store and applies to all employees, contractors, volunteers and students.

We will respect the privacy and confidentiality and will ensure that information is managed in
appropriate ways.

We collect five broad types of information:

1.

Personal information that is recorded information which directly or indirectly identifies a
person.

Health information about a person’s physical or mental health, disabilities or health services
received and other information collected in the course of providing services.

Sensitive information that is information about a person’s race or ethnicity, religious beliefs,
sexual preferences or practices, criminal record or membership details, such as membership
of a professional association.

Business and personal information as part of its normal advocacy and representation, and
business operations, including: name, position, organisation, ABN/ACN (where applicable)
postal and business address, phone and fax numbers, email address. In some circumstances,
for example, where an individual or business is purchasing a product from us paying a fee to
us; credit card details or bank details may also be collected.

Personal information is collected from donors and supporters for the purpose of processing
donations, issuing tax receipts and sending updates.

2. DEFINITIONS:

For the purpose of this procedure the following definitions apply:-

Word Definitions

Compliance Refers to ensuring that the requirements of laws, regulations, industry codes
and standards are met.

Employee For the purpose of this policy, Employee refers to Employees, Supported
Employees, Volunteers and Contractors
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Personal Information or an opinion about an identified individual, or

Information an individual who is reasonably identifiable:

(a) whether the information or opinion is true or not; and
section 6(1

( (1) (b) whether the information or opinion is recorded in a material form or not.

Commonwealth

Privacy Act

1988

Privacy Act The Privacy Act 1988 (Privacy Act) regulates how personal information is
handled.

Stakeholder The term in this policy refers to Customers, Employees, Contractors, Volunteers
and Students

Customer For the purpose of this policy, Customer refers to individuals and people
supported by Minda or an associated entity including residents.

Serious Harm 'Serious harm' is not defined in the Privacy Act. In the context of a data breach,
serious harm to an individual may include serious physical, psychological,
emotional, financial, or reputational harm.

3. PROCEDURE:

Collection
We will:

e Only collect information that is necessary for the performance and primary function of Minda
and its associated entities.

o Notify stakeholders about why we collect the information and how it is administered.

e Notify stakeholders that this information is accessible to them.

Use and Disclosure
We will:

e Use and/ oronly disclose information for the primary purpose for which it was collected or a
directly related secondary purpose

e Obtain consent from the affected person for other uses

e  Take all reasonable steps to keep any and all information collected strictly confidential
Personal information will not be revealed, sold, distributed, rented, licensed, shared or
passed on to any third party unless consent (whether express or implied) has been granted by
the stakeholder, or organisation, or where we are required to do so by law.

e  Share personal information about students studying with SALC as required with the Australian
Government and designated authorities, such as Australian Apprenticeship Centres (AACs)
and Australian Skills Quality Authority (ASQA). This information includes personal and contact
details, course enrolment details and changes, and circumstances related to funding (if
applicable).

e  Make information available to state government, local government and non-government
organisation service providers and volunteers where there are issues of safety and wellbeing
relating to Customers (refer to the Information Sharing Policy for Promoting safety and

wellbeing).
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Data Quality
We will:

e  Take reasonable steps to ensure the information collected is accurate, complete, up to date,
and relevant to the functions we perform.

Data Security and Retention

We will:

e  Safeguard the information we collect and store against misuse, loss, unauthorized access and
modification.

e  Only destroy records in accordance with our Records Management Policy.

Openness

We will:

e Ensure stakeholders are aware of this Policy and its purposes.

e Make this information freely available in relevant publications and on the websites.

Access, Correction and or Complaint

Dealing with request for Access
e We will ensure individuals have a right to seek access to information held about them and

e Individual requests to access or obtain a copy of personal information must be made in
writing and addressed to the relevant Service Area Privacy Officer; PO Box 5, Brighton SA
5048.

e There is no charge for an employee, volunteer or student to access personal information
that we hold about them; however there may be a charge of 20 cents per page for every
page that is copied. Individuals will be advised of how they may access or obtain a copy of
their personal information and the applicable fees within ten (10) days of receiving their
written request.

Exceptions to access
There are situations where we reasonably believe that access to information should not be
granted, this is when:
e Access poses a serious threat to life, health or safety of any stakeholder, or to public
health or public safety, or
e Access would unreasonably impact on the privacy of other individuals, or
e The request for access is frivolous or vexatious, or
e The information relates to existing or anticipated legal proceedings between Minda or an
associated entity and an individual, or
e The giving of access would be unlawful.

Correction

e Where arecord is found to be inaccurate, a correction will be made. If there is a request to
amend a record, but the record is found to be accurate the details of the request for
amendment will be noted on the record.
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Complaint

e A complaint can be submitted to the relevant service area Privacy Officer; PO Box 5, Brighton
SA 5048 where a stakeholder believes there has been a breach of this Policy. The complaint
will be investigated and responded to within thirty (30) days of receiving the written
complaint.

e Individuals not satisfied with the outcome of their complaint have an option to refer the
matter to the Privacy Commissioner, Commonwealth Officer of the Privacy Commissioner,
telephone: 1300 363 992 www.privacy.gov.au.

Anonymity
We will:

e Give stakeholders the option of anonymity when completing evaluation forms or opinion
surveys.

Notifiable Data Breaches
The Notifiable Data Breaches (NDB) scheme under Part IIIC of the Privacy Act 1988 (Privacy Act)

establishes requirements for entities in responding to data breaches. Entities have data breach
notification obligations when a data breach is likely to result in serious harm to any individuals

whose personal information is involved in the breach.

Data breaches requiring notification?

Any data breach, that is likely to result in serious harm to any of the individuals to whom the
information relates will trigger notification obligations to the individual and the Office of the
Australian Information Commissioner (OAIC).

A data breach occurs when personal information held by an organisation is lost or subjected to
unauthorised access or disclosure.

Examples of a data breach include when:

0 adevice containing customers’ personal information is lost or stolen
O adatabase containing personal information is hacked
0 personal information is mistakenly provided to the wrong person.

Refer to the procedure in the Data Breach Response Plan when there is a concern that a data
breach has occurred or is suspected.

When it is considered that reasonable grounds exist to believe that a data breach has occurred,
we are obligated to promptly notify individuals at likely risk of serious harm. The Commissioner
must also be notified as soon as practicable and notifications must include the following
information:

0 the identity and contact details of the organisation
0 adescription of the data breach
0 the kinds of information concerned and;
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0 recommendations about the steps individuals should take in response to the data breach.

Privacy Officer(s)

e Executive Manager, Strategic Marketing and Fundraising: for fundraising privacy issues.

e Senior Manager Human Resources, Work Health and Safety, People and Culture: for Minda Inc. and
Minda Housing Ltd employees, contractors, privacy issues

e SAGE Manager, Human Resources & WHS (Commercial Enterprises), for SAGE and Commercial
Enterprises employees, contractors, privacy issues.

e Manager, SALC: for student related privacy issues.

e Senior Manager Quality, Client Safety and Governance: for any Customer and general Minda Inc.; Minda
Housing Ltd and SA Group Enterprises privacy issues.

4. LEGISLATIVE REQUIREMENTS:

Other than the Privacy Act 1988 (Privacy Act), there are a number of other Australian laws that relate
to privacy of personal information including:
e (Collection of Charitable Purposes Act 1939
e Disability Services Act 1986 (Cth)
e Personally Controlled Electronic Health Records Act 2012
e Privacy Act 1988 (Cth)
e Privacy Amendment (Private Sector) Act 2000 (Cth)
e Privacy Regulations 2013 (Cth)
e Privacy Amendment (Notifiable Data Breaches) Act 2017
e National Health Act 1953
e Health and Community Services Complaints Act 2004 (SA)
e Healthcare Identifiers Act 2010
e Telecommunications Act 1997

5. SUPPORTING DOCUMENTATION AND ADDITIONAL INFORMATION:

Internal Resources:
e Collaboration Policy
e Information Sharing Policy
e Information Sharing Appendix
e Records Management Policy

External Resources:

e Privacy Fact Sheet 17 January 2014, Australian Privacy Principles, Office of the Australian
Privacy Commissioner

e HCSCC Charter of Health and Community Services Rights

e Information Sharing Guidelines for promoting the safety and wellbeing of children, young
people and their families

e DCSI Safeguarding People with Disability Overarching Policy

e https://www.oaic.gov.au/privacy-law/privacy-act/
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6. ROLES AND RESPONSIBILITIES:

6.1 The Minda Board
Responsible for ensuring effective governance mechanisms are in place.

6.2 The Chief Executive Officer and Executive team
e Responsible for monitoring and ensuring adherence to this Policy and related procedures.
e Ensuring due diligence & take reasonable steps to ensure Minda is meeting its obligations.

6.3 Senior Managers and Managers
Responsible for ensuring adherence to this and the related policies, procedures and forms that
support this Policy.

6.4 Employees, Contractors, Volunteers, and Students
Responsible for adherence to this and the related policies, procedures and forms that support this Policy.

7. Key PERFORMANCE INDICATORS (KPI), RECORDS, AUDIT AND REVIEW:

7.1 Records and Documentation:

e Audit and Risk Committee Minutes

e Executive Meeting Minutes

e Quality & Governance Committee Minutes
o OHS Committee Meeting Minutes

e QOperational Risk Profile

7.2 Audit and Review:

e This Policy has been rated as a Moderate risk and is subject to the internal audit process as per the
Internal Audit Schedule. Internal Audit is accountable to ensure that this Policy is audited by:
e Reviewing records of Data Breach Notifications
e Identifying and tracing the lifecycle of all personal Information
e auditing business processes e.g. security measures and retention policies
e reviewing and updating standard privacy documentation (policies, collection notices and consents)
e Evaluating contracts with service providers, including in relation to overseas disclosure

8. APPENDIX AND FLOWCHARTS:

No applicable flow chart for this Policy

9. PoLicy & PROCEDURE APPROVAL:

Document Approved by: Date: 5/03 /2018

Catherine Miller

Chief Executive Officer
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